;'!:'? & :r S d b g- = I
I U . o | i =
: Europe |s.faTcmg a set of expanding, E .G
4 evolvm'g' civil'security chal_lenges =7 s
- and inter-connected crises =\ =
| There is a need to enhance the : =
- means to act -
for European citizens' security F :

d k
- ."; o - L
- P : -

. & 1 -

< ———
: [
: Lo 4
.

| }

L i

Christopher Topping — Telecoms & Integrated Application Directorate
Gordon Campbell — Earth Observation Directorate

Pascal Legai — Senior Security Adviser to ESA Director General

[Budapest, SZTAKI : 7-8t" Mar, 2023]

+ |

- > 4 - - > TH EAN SPACE AGENCY
y eSS “

— = ] 4w __ IZf = == Wl =




Crisis and Civil Security Events are Escalating Eesa

Billion-dollar disasters and costs (1980-2020)

Climate Induced Crises

Cllmate Induced Crlses

The World Economic
Forum’s 2021 Global
Risks Report

number of events

German floods: Up to €30 billion needed for
recovery fund

North Rhine-Westphalia State Premier Armin Laschet said at least €13 billion would be

needed in his state alone. Over 180 people died in last month's natural disaster. G eo p O | i ti C al I n Stab i | i ty

— Refugees erelng Ukraine -
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Faster responses to civil security & crises events save Cesa
lives and reduce costs

8 - 17% decrease In -
mortality rates in the Mortality
. c 0) I ' . _. \‘\\
reduction in 5.5% decrea;e N h_eal Morbic ty
- costs for patients with : -
response time t healthcare costs -
results in: ralimg | —r=e

$2,700 - $6,000 reducti
In infrastructure damage
(from fires)

In disaster directly correlate with’ - -

Source: Access Partnership - The Role of Satellite Communications in"'""'

.
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OBSERVATION TELECOM DATA PROCESSING | -
SMART EO 5G / 6G /loT/ QUANTUM /Al CLOUD éAl/HPC | -
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SUSTAIN SECURE CONNECT

Prevent and Mitigate against Crises \ Rapid Response during Crises
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Vision 2035 - A Federation of Systems

@ Scalability

Federated

Standardisation

O

o ®

Interoperability

Trusted
information
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Core Elements — CSS Development Opportunities esa

alytics

High performance
computing platforms, data

EO small sats and HAPS visualisation and analysis

+ Smart engines
MEQO/LEO/HAPS solutions . In-spacg and on-ground data

» With edge-processing processing _

+ With tipping and queuing o _Generatl_on of _actlonable %
capabilities information using Al AN

» Provide crisis characterisation // "-\

 Offer User interactivity = \
\

In-situ sensory data Smart communications

collection platforms _ ?eév\{lor_kt - : A =
+ Smart LEO/HAPS solutions Customised uvmew?eamsTmt 1
with edge-processing to each communications infrastructure

+ Offered with GEO/LEO
satellites and accompanying

- ground segment ®

 Fast transfer of data

* Flexible and scalable
connectivity

« Enables seamless integration

~__|® toground assets

Assured data integrity

capabilities for ubiquitous
and rapid data collection

» Seamless handling of
terrestrial and space based
5G and |oT data sets

user needs

Service platforms
* End user service delivery platforms

Orchestration platforms
« System of systems coordination

for hosting applications offering agnostic data exchange
* Resilient service guarantee « Operations capabilities for seamless
e Multi-user tasking of R3 assets
» Customised to use-case needs « Customised to user needs .
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Developing CSS — Underpinned by Collaborations

EE

ESA Programmes

EU Programmes

Other seed activities and building blocks

ESA UNCLASSIFIED - For Official Use
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Civil Security from Space

Programme (CSS) is a New

Programme subscribed at
CM22 |
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Seeking Collaborations — CSS Partners esa

Mechanisms

+ Partnership Projects — Capabilities build-up Opportunity
« User Consultation Group — Demand lead 7
 Industry Association — Industry lead e /
+ Collaboration Agreements  — 3" party seeds Colsboratene ‘\\\
 Innovative Funding Schemes — 3" party funds H b '

- / L Stakeholder

Engagement

7 ;
N\

[ Invitation to join as CSS Programme Partner

Contact CSS team — registration process to open end of March |.
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CSS - Incremental Development & Demonstration Plan Eesa

High Level Implementation Timeline

RFI Industry I IOD/IOV of enhanced N,
Call  Day s capabilities and services Vision 2035
: : A

2022 : i | 2024 é 2026 9
¢ + +e ++ <o o . e
2023 ] ° 2025 —o 2027
oF INNOVATE Now:
ACT now: anovate and augment ¢
: CSS : with new capabilities e

Seed Demonstrations = _— by 2027 s
by end 2023 . emonstrations |

! by 2025 |

Deliver trials, demonstrations (IOD/IOV) & support the preparation

of service capabilities to a set of crisis and civil security actors

7
/
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CSS High Level Planning — Initiating Projects esa

L
Shape Shape industry RFI proposals into Partnership Projects / Product Activities
Invite Expressions of Interest (Eol) in Feb/Mar 2023 to open for new proposals
Consolidate Consolidate discussed projects and prepare industry for call
Consult Consult with Member State Delegations on proposed opportunities
Prepare Prepare Call for Proposals (CfP) inline with stakeholder interests
Place Place contracts starting end of Q2 2023 |

10
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Proposals Preparation & Contract Placement steps

esa

—‘—

* Outline proposals of proposed
projects — Business case, scope,
partners, development plan, costs

* Ensure the eligibility of the activities
is aligned with programme perimeter

* Allow for early discussions with
Member State Delegations on scope
and costs

* Full Proposals of proposed projects -
Elaborated Outline Proposals —
detailed financials and activities
descriptions.

» Responding to either Partnership or
Product proposal templates —
agreed at Outline proposal step

 Subject to support from Delegations
if to proceed to this step

 Subject to successful evaluation,
proceed to negotiations

» Subject to successful negotiations
proceed to contract placement

= THE EUROPEAN SPACE AGENCY




N

0
b

v;s

mmlm_lnnng
TETT
UUbue

Civil Security from Space
s o A e L

% Christopher Topping \

christopher.topping@esa.int -

T e Civil Security from Space Programme Manager
o R3 Accelerator Lead

T

ill!llllll

R3 Accelerator Video
K https://artes.esa.int/civil-security j
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mailto:Christopher.toping@esa.int
https://youtu.be/X0WuuMbJ-MA
https://artes.esa.int/civil-security
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Safety & Security — 17x Market Potential by 2040 Cesa

Safety & Security related Market Sizes

WORLD
22.2 B€

Maritime safety
EU external action
Civil protection
Transport safety
Border control

I
Humanitarian aid _5
I
P~

|
1
1
|
|
1
1
|
|
1
1
_—————— -| Police missions
|
|

Mid-term

| ADDRESSABLE
Transport safet
16.4 BE gl sy
Civil protection
Maritime safety
EU external action

|
e
—— ]
2 B |
order confro

a0 _
Humanitarian aid
=~/ \

“!
Police missions '
O l’ ° ;

|
1N
(oY)
ah

Long-term

| ADDRESSABLE |
11,7 B€ |
| |

ESTIMATED 17%
REVENUES ESTIMATED

2025 2040 REVENUES "

Credit: Euroconsult SEI study of ARTES 4S
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Civil Security from Space — Portfolio of use-cases

Example of mission

Maritime Community

Humanitarian Aid

Civil protection

Crime

ESA UNCLASSIFIED - For Official Use
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Categories

Maritime Search & Rescue

Response to maritime disasters (pollution, oil spill, etc.)

Response to illegal fishery activities

Humanitarian aid assistance in case of natural or man-made disasters
Humanitarian aid assistance in case of non-international conflicts

Humanitarian Telemedicine

Deployment of Civil Protection teams / modules in case of natural or man-
made disasters

Civil protection ambulance and fire&rescue response on MS territories
Fight against international drug traffic with EU MS areas of jurisdiction
Fight against international Crime Groups and illegal activity

National Police mission within EU territories

Crisis Events

Natural disaster

Technological
Disaster

Man-made crisis

Floods

Forest fires

Landslides

Hurricane and storms
Earthquakes

Tsunamis

Volcanic eruptions

Oil Spill and spill accidents

Industrial accidents

Transport accidents (air, rail, sea)

Piracy
Humanitarian crisis
Cyberattack

Terrorism

Eesa



Relevance of Security Eesa

le of Law

N

~ 1
,,,,,,,,,,,,,
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Examples of Civil Security Applications Cesa

Investigation of
crimes against
humanity

EO4Wildlife EO4Wildiife
Land Cover 1 Zoomed

1:300,000 1:75,000

snTine
AR CLGATEL WORD g WADI EIRa”" A
BARH-EL-GAZEL ASSOUNGHA
BARH-EL-GAZEL SVO. ¢ o ouaRA
wapBis: sam " = 7. OQUADDAI
1 BARR-ELGAZLL QUEST >

HADJER LAMIS,
HARAZC AL BIAR i
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% Roant - j X

N /- 0 Africover
3 ancomm X

" b‘ y 1:300,000
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-
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* -4 LOGONE OCCIDENTAL, 3

oovsE Legend

wouncsT EO4Wildlife Land Caver

LOGONE ORIENTAL

monrsogiaw MM OUEEE
Ca v penoE

Maritime security Humanitarian response to
onset of crises
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ESA UNCLASSIFIED - For Official Use




Examples of Civil Security Applications Eesa

Critical infrastructure, damage assessment, response planning

A B e oy
?-\ % 4 ;ﬁ 5
' 3 e g v
W) - 3 - i X -

Port disaster res

ponse

Evacuation planning support

Eitical inﬁas%mw
Pipeline integrity m g

y‘a g e e R | N HBEES Monitoring | R
[qk \ S AL 3 i : N A . . e ' % 1955901 — s
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New Developments needed

immagine rifocalizzata

= MR New processing methods for

expanded information content, e.g.:
* ISAR/Multi-Static SAR

Parallax exploitation
Super-resolution enhancement e L
Noise characterisation s N

50 100
doppler [Hz]

E
Q
o
g

New systems enabllng enhanced

* Persistence
. Requnsweness & Iatency
Adaptability & flex1b|hty

New instruments & information
Hyperspectral imagery b
SAR/Optical/IR video e
Long wavelength SAR

RF Signal detection Al enabled/enhanced capabilities
loT sensor networks & * Feature detection/identification/
transponders characterisation ‘

* Heterogeneous data fusion

* Inference & prediction )
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New tools and methods

Eesa

Proliferation

Orga_nized Crimes
crime against
humanity
4.
Environmental
Terrorism Sl
+ Trafficking
Climate Threats to
change critical
infrastructure
== Displacement
& migration
Social & _ Loss of
demographic resources
change
Fragility
& onset
of violence

Situation
Awa reness:

WiERllappened? Understanding
' of underlying
+ Extent & impact?

« Consequences PI‘OCESS.
- Response options & How was the situation
. generated?
priorities
«  What were the key
contributing factors?
Context — eg: «  Where are we seeing

signals of these factors in

« What anomalies are
detectable?

« What else has happened &
where?

« What is happening in
potentially connected
situations?

« Social media sentiment and
reaction?
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Service and Applications Platforms

Secure ICT environment

Tasking

Discovery

Activation

Orchestration

Work flow customisation

Data/information
Forecast/Inference
Analysis & Indicators
Warning/notification

Stakeholder specific
analytics & orchestration
platforms

v’ Big data analytics
v Multi-data fusion
v" Al decision support tools
(inference, anomaly, correlation etc)
v Flexible, adaptable workflow creation
v New data collection tasking
G v AR/VR visualisation )

U\
O
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